
CVM CVM

Administrator

TCP (80,443,8000)

TCP (80,443,5900,623,5120)
UDP (623), ICMP

TCP (22,2009,2010,
2100,2222,9440)

TCP (22,
443)

TCP (80,443,5900,623
,22,5120,5901,8889,

 2937, 5120)
UDP (623)

Foundation 
VM

Hyper-V Hyper-V

IPMI IPMI

Internal communication

CVM ports

Communication over the wire

TCP (22)

TCP (22)

TCP (22,3389)
UDP (3389)

WCF (8100 –      

Prism 
Central

TCP (9440)

TCP(9440)

TCP (9440)

LDAP/LDAPs

DNS

NTP

TCP,UDP (386, 636) – CVM only

UDP (53)

UDP (123)

SMTP

SNMP

TCP (25)

TCP (161, 162)

SyslogUDP (514)

Pulse – 
internet FW

TCP (80, 8443) – CVM only

ADAD ports – Hyper-V only

SCVMM

TCP (8100)

TCP (135,445,
5985,5989)

TCP (135,443,445,
5985,5989)
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